Zimbra Certificate Deployment Guide

🔐 Zimbra Certificate Deployment Documentation
🔹 Objective:
Deploy the valid Sectigo SSL certificate across all Zimbra services:
· Proxy (NGINX)
· Mailboxd (Webmail/HTTPS)
· MTA (SMTP/TLS)
· IMAPd (IMAP over SSL)
· LDAP (already completed)

🛠️ 1. Files to Prepare
· /opt/zimbra/ssl/zimbra/commercial/commercial.crt → Server certificate
· /opt/zimbra/ssl/zimbra/commercial/commercial.key → Private key
· /tmp/irademail_irwinresearch_com.ca-bundle → CA bundle (Sectigo/USERTrust)

🛠️ 2. Build a Correct Fullchain
cat /opt/zimbra/ssl/zimbra/commercial/commercial.crt /tmp/irademail_irwinresearch_com.ca-bundle > /opt/zimbra/ssl/zimbra/commercial/fullchain.crt
chown zimbra:zimbra /opt/zimbra/ssl/zimbra/commercial/fullchain.crt
chmod 640 /opt/zimbra/ssl/zimbra/commercial/fullchain.crt

🛠️ 3. Update Proxy (NGINX) Config to Use Fullchain
Edit the following files as root:
vi /opt/zimbra/conf/nginx/includes/nginx.conf.web.https
vi /opt/zimbra/conf/nginx/includes/nginx.conf.web.https.default
Update these lines:
ssl_certificate /opt/zimbra/ssl/zimbra/commercial/fullchain.crt;
ssl_certificate_key /opt/zimbra/ssl/zimbra/commercial/commercial.key;

🛠️ 4. Update Proxy Template
Edit:
vi /opt/zimbra/conf/nginx/templates/nginx.conf.web.https.default.template
Update:
ssl_certificate /opt/zimbra/ssl/zimbra/commercial/fullchain.crt;
ssl_certificate_key /opt/zimbra/ssl/zimbra/commercial/commercial.key;

🛠️ 5. Regenerate Proxy Config and Restart
su - zimbra
/opt/zimbra/libexec/zmproxyconfgen
zmproxyctl restart

🛠️ 6. Deploy Certificate to Mailboxd, MTA, IMAPd
su - zimbra
cp /tmp/irademail_irwinresearch_com.ca-bundle /opt/zimbra/ssl/zimbra/commercial/commercial_ca.crt

/opt/zimbra/bin/zmcertmgr verifycrt comm \
  /opt/zimbra/ssl/zimbra/commercial/commercial.key \
  /opt/zimbra/ssl/zimbra/commercial/commercial.crt \
  /opt/zimbra/ssl/zimbra/commercial/commercial_ca.crt

/opt/zimbra/bin/zmcertmgr deploycrt comm \
  /opt/zimbra/ssl/zimbra/commercial/commercial.crt \
  /opt/zimbra/ssl/zimbra/commercial/commercial_ca.crt

🛠️ 7. Restart All Zimbra Services
zmcontrol restart

🔍 8. Verify Deployment
zmcertmgr viewdeployedcrt
You should see:
· notAfter=Jan 4 23:59:59 2026 GMT
· subject=CN = irademail.irwinresearch.com
For services:
· IMAPD
· LDAP
· Mailboxd
· MTA
· Proxy

🛡️ Quick SSL Live Test
openssl s_client -connect irademail.irwinresearch.com:443 -servername irademail.irwinresearch.com -showcerts </dev/null
Confirm:
· Full Certificate Chain shown
· No unable to verify the first certificate error

👌 Finished Setup!
All Zimbra services will now serve the correct SSL certificate until January 2026.

💪 Renewal Process Summary
When renewing:
1. Upload the new .crt and .key
2. Rebuild fullchain.crt
3. Update /opt/zimbra/ssl/zimbra/commercial/
4. Re-run zmcertmgr deploycrt comm
5. Restart services


