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Risk Acceptance Form

	Customer Name:  
	

	Date Identified:  
	

	Risk Name / Identifier:  
	Workstation Cloud Continuity - Denial of Enrollment

	Ticket Number(s) (if applicable):  
	



Risk Discussion
In response to the growing risk of ransomware and other cyber threats, X is requiring all clients to enroll their managed workstations in Workstation Cloud Continuity.

Situation 

At X, we have always placed the highest level of attention to cybersecurity and data protection and availability. In response to the growing risk of ransomware and other cyber threats, all clients are now required to enroll their managed workstations in Workstation Cloud Continuity. The client, client name, has chosen to not enroll their managed workstations in Workstation Cloud Continuity.


Complication/Risk 

There is inherent risk associated with not enrolling all managed workstations in Workstation Cloud Continuity. In the event of ransomware or other form of cyber-attack, X may need to restore managed workstations to a point in time prior to the attack.  Without a backup, data that is stored locally would be permanently lost, and the computer would need to be reformatted to factory defaults.  In addition, the Return to Operations (RTO) time would be extended to about 4-5 hours per workstation.  Without a local backup, the ability to fully return to operations could be severely impacted.

Service(s) Impacted

All managed workstations monitored by X.


Summary of Risk Acceptance Request

The client, client name, has chosen to not enroll in Workstation Cloud Continuity. As a result, a Risk Acceptance Form was dispatched to the primary contact.


Risk Acceptance

I understand that compliance with information security policies and standards is expected for all information systems and communication systems.  I believe that the control(s) required cannot be complied with due to the reasons documented above. 

I accept responsibility for the risks associated with this exception to my information security policies.  I understand and accept the risks documented in the form and certify that I will be responsible for direct and indirect costs incurred due to incidents related to the identified risks as determined by X.

I agree to protect, defend, indemnify, release and hold harmless X and their related parties from liability against all third-party claims or losses (including reasonable attorneys' fees) brought against them which relate in any way to any services or materials which should have provided but were waived as documented above.  Related parties include employees, agents, subsidiaries and subcontractors.

[bookmark: _Hlk23428098]It is additionally agreed that to the extent permitted by law, I waive all rights against the indemnified parties for recovery of damages to the extent these damages are covered by workers compensation (to the extent permitted by law) and professional liability, general liability, property insurance, commercial umbrella/excess, cyber or other commercial liability insurance which respond to such claims.  I will not hold Two River Technology Group, LLC responsible for such losses and will confirm that our insurance policies referenced above provide for the waiver of subrogation.

I also understand that this exception will be reviewed periodically by X and may be revoked if the risk changes.

Signature of Responsible Party					Date

														
Printed Name of Responsible Party					Title


														


Acknowledgement of Receipt					Date

														

					
